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Abstract 

 
The increasing integration of artificial intelligence (AI) and cloud technology into renewable energy systems 

presents a significant opportunity to enhance the efficiency, reliability, and cost-effectiveness of energy 

production, distribution, and management. These technologies enable real-time data analysis, predictive 

maintenance, and improved decision-making, essential for managing variable renewable energy sources. 

However, the ethical implications, such as data security, privacy concerns, and the environmental footprint of 

cloud infrastructure, remain underexplored. This paper addresses the research gap by analyzing these ethical 

challenges through two detailed case studies: AI-driven smart grids and green data centers. The case studies 

highlight practical issues like cyberattacks, data breaches, algorithmic bias, and the sustainability of data 

centers. The paper proposes a comprehensive ethical framework, focusing on fairness, transparency, and 
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environmental responsibility, to guide the responsible adoption of AI and cloud technologies in the renewable 

energy sector. The findings provide critical insights into balancing technological innovation with ethical 

considerations, fostering a sustainable and equitable energy transition. 

 

 
Keywords: AI in renewable energy; cloud technology; smart grids; green data centers; ethical framework; 

sustainability; data privacy; energy transition. 

 

1 Introduction 
 
The rapid global expansion of renewable energy has become a cornerstone in the fight against climate change, 

significantly reducing dependency on fossil fuels. Technological advancements have played a crucial role in this 

shift, with artificial intelligence (AI) and cloud technology increasingly integrated into renewable energy 

systems to improve efficiency, optimize performance, and reduce costs. These technologies enable real-time 

monitoring, predictive maintenance, and data-driven decision-making, crucial for managing the variability of 

renewable energy sources like solar and wind power [1]. 

 

However, while AI and cloud technology offer substantial benefits, their integration into the renewable energy 

sector also presents significant ethical challenges, particularly in the areas of data security, privacy, and 

environmental impact [2]. For example, smart meters, while useful for optimizing energy consumption, also 

raise concerns about intrusive surveillance and misuse of personal data. Furthermore, the environmental 

footprint of data centers powering cloud services may contradict the sustainability goals that renewable energy 

aims to achieve. This paper explores these ethical challenges, assesses their broader implications, and proposes 

frameworks for the ethical implementation of AI and cloud technology in renewable energy systems. 

 

Renewable Energy: The Role of AI and Cloud Technology: Renewable energy sources, such as solar, wind, 

hydro, and geothermal power, are increasingly recognized as essential alternatives to fossil fuels due to their 

ability to regenerate naturally and their lower carbon footprint [3]. Technological advances and policies aimed at 

reducing greenhouse gas emissions and enhancing energy security have accelerated renewable energy growth, 

with global capacity reaching 3,064 gigawatts (GW) in 2022 a 9.1% increase from the previous year [4]. 

However, integrating renewables into existing power grids poses technical challenges, such as variability in 

power generation and the need for advanced storage solutions. Digital technologies like artificial intelligence 

(AI) and cloud computing are being leveraged to improve the reliability, efficiency, and management of 

renewable energy systems [5]. These technologies enable real-time data analysis, predictive maintenance, and 

better decision-making, all of which are crucial for optimizing energy production and distribution. AI, using 

machine learning and predictive analytics, can forecast energy demand, stabilize grids, and optimize renewable 

energy operations by predicting weather patterns and dynamically adjusting to fluctuating demands, thereby 

enhancing grid resilience and minimizing waste. Cloud technology complements AI with extensive data storage, 

processing, and real-time monitoring capabilities, improving system management, reducing costs, and fostering 

collaboration among energy stakeholders for more responsive energy systems [6]. However, the deployment of 

these technologies raises concerns about data security, privacy, and environmental impact, necessitating careful 

management for sustainable growth. 

 

Purpose and scope: This paper explores the ethical complexities of integrating artificial intelligence (AI) and 

cloud technology in the renewable energy sector, focusing on data security, privacy, and environmental impact. 

It examines both the opportunities and challenges these technologies present, using real-world case studies to 

highlight practical implications. The paper also proposes strategies for balancing technological advancement 

with ethical concerns, aiming to ensure the responsible deployment of AI and cloud technology in achieving 

sustainable energy systems. 

 

The rest of this paper is structured as follows. Section 2 is a review on related works on the integration of 

artificial intelligence (AI) in renewable energy systems and the role of cloud technology in renewable energy, 

focusing on its benefits and the associated environmental and security concerns. In Section 3, we propose a 

comprehensive ethical framework for the responsible adoption of AI and cloud technology in the renewable 

energy sector. Finally, Section 4 presents case studies from Singapore's smart grid and Microsoft's green data 
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center, highlighting practical applications and ethical dilemmas. The paper concludes in Section 5 with a 

discussion of the findings, implications, and recommendations for future research and practice. 

 

2 Literature Review 
 

2.1 AI in renewable energy systems 
 

The role of artificial intelligence (AI) in renewable energy has grown significantly in recent years, offering 

solutions to some of the sector’s most pressing challenges. By leveraging advanced data analytics, machine 

learning, and predictive maintenance, AI has enhanced the efficiency and reliability of renewable energy 

systems. For example, AI-driven models are widely used to forecast energy demand and optimize the integration 

of intermittent renewable energy sources like wind and solar [1]. These systems can predict weather patterns to 

anticipate fluctuations in energy production, making grids more resilient and reducing waste [7]. 

 

However, despite the clear advantages, the integration of AI into energy systems introduces important ethical 

questions. One of the primary concerns is the issue of bias in AI algorithms. AI models, trained on incomplete 

or unrepresentative data, may perpetuate or even exacerbate existing inequalities. For instance, algorithms 

designed to optimize energy distribution might prioritize urban areas, where data is more readily available, over 

rural communities, leading to uneven access to clean energy resources [8]. Another challenge is the opacity of 

AI decision-making processes, often referred to as the “black box” problem, which makes it difficult to trace 

how decisions are made and to ensure accountability [9]. 

 

In addition, the widespread use of smart meters and grid sensors necessary for AI-driven optimization raises 

concerns about data security and privacy. These systems collect sensitive information about consumers' energy 

usage, creating potential targets for cyberattacks or misuse [10]. While there is a growing body of literature on 

AI's technical applications, research gaps remain in understanding how to design AI systems that are not only 

efficient but also fair, transparent, and accountable in their decision-making. 

 

2.2 Cloud technology in renewable energy systems 
 

Cloud computing has become a critical component in managing renewable energy systems, offering scalable 

solutions for data storage, real-time monitoring, and enhanced collaboration across global energy infrastructures. 

It enables energy providers to handle the vast amount of data generated by smart grids and sensors, facilitating 

more agile decision-making and operational efficiency [11]. Furthermore, cloud platforms support AI-driven 

applications by providing the computational power necessary for real-time data processing and predictive 

analytics. 

 

However, the environmental impact of cloud infrastructure cannot be overlooked. Data centers, which form the 

backbone of cloud technology, are major energy consumers, often relying on non-renewable energy sources. 

This creates a paradox: while cloud technology helps optimize renewable energy systems, it may also contribute 

to a growing carbon footprint through its own operations [12]. Research on green data centers has begun to 

address this issue, but more work is needed to scale these solutions globally and integrate them into mainstream 

cloud services. 

 

In addition to environmental concerns, cloud platforms raise significant security and privacy risks. Data 

sovereignty is a key issue, as energy data is often stored and processed across multiple jurisdictions, potentially 

conflicting with local data protection laws [13]. The centralization of data in cloud environments also makes 

them attractive targets for cyberattacks, which could disrupt energy grids or expose sensitive information about 

energy consumption patterns [14]. While security measures such as encryption and multi-factor authentication 

are widely implemented, research is still needed to explore how cloud technology can better align with local 

privacy regulations and ensure secure, sustainable operations. 

 

2.3 Ethical implications and research gaps 

 
The intersection of AI and cloud technology in renewable energy systems presents complex ethical dilemmas. 

Data privacy stands out as a significant concern. The collection and analysis of vast amounts of personal and 
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operational data through smart grids can expose sensitive information about consumers' behaviors and lifestyles, 

raising the potential for surveillance or misuse [15]. Similarly, algorithmic bias poses a real threat to the 

equitable distribution of renewable energy resources, especially in regions with less robust data infrastructures 

[8]. These issues are often acknowledged in the literature, but solutions that focus on systemic biases in data 

collection and algorithm design are still underdeveloped. 

 

The environmental impact of cloud infrastructure also demands further investigation. While some research has 

examined the energy consumption of data centers, more detailed studies are needed to explore sustainable 

alternatives such as edge computing or renewable-powered data centers [16]. Additionally, the literature on 

ethical frameworks for governing the use of AI and cloud technology in renewable energy is still in its early 

stages. There is a growing recognition that we need comprehensive frameworks that integrate fairness, 

transparency, accountability, and sustainability, but practical implementations of these ideas remain scarce. 

 

In summary, while AI and cloud technology offer promising solutions for enhancing renewable energy systems, 

the ethical implications, particularly in the areas of privacy, bias, and environmental sustainability, are not yet 

fully addressed in the literature. Further research is crucial to bridge these gaps, ensuring that these technologies 

contribute to an equitable and sustainable energy future. 

 

3 Ethical and Regulatory Considerations 
 

As AI and cloud technology become increasingly embedded in renewable energy systems, they bring a host of 

ethical and regulatory challenges, which necessitates a robust ethical framework and clear regulatory guidelines 

to ensure responsible and sustainable development. This section explores the existing ethical frameworks, 

examines the current regulatory landscape, and discusses future directions for policy to address these concerns. 

 

3.1 Data security & privacy regulations and environmental standards 
 

Data security and privacy are crucial in the renewable energy sector, where large volumes of sensitive data are 

collected and processed. Regulations like the General Data Protection Regulation (GDPR) in Europe and the 

California Consumer Privacy Act (CCPA) in the U.S. help protect personal data through transparency, consent, 

and security measures, which are essential for safeguarding sensitive information gathered by smart meters and 

AI-powered systems [17], [18], [19]. The environmental impact of AI and cloud infrastructure is also a concern. 

Standards like ISO 14001, the EU's Energy Efficiency Directive, and the Paris Agreement aim to minimize 

carbon footprints and promote sustainable practices, such as energy efficiency, waste reduction, and responsible 

e-waste management [20], [21], [22]. Green data centers using renewable energy and energy-efficient 

technologies are key to reducing the environmental impact of cloud infrastructure [23]. 

 

3.2 Regulatory landscape and compliance challenges in renewable energy projects 
 

The regulatory landscape for AI and cloud technology in renewable energy is fragmented, with diverse policies 

and standards across regions, creating challenges for international collaboration and technology adoption [24]. 

While the GDPR sets a high standard for data privacy, other regions may have less stringent regulations or 

differing approaches to data governance [25]. The rapid pace of technological advancement often outstrips 

regulatory development, necessitating ongoing dialogue among policymakers, industry leaders, and technology 

experts to maintain relevant and effective regulations [26]. 

 

Compliance challenges are particularly acute for renewable energy projects due to the complex mix of data 

privacy, environmental regulations, and international standards, especially for smaller organizations or those in 

developing countries. The cross-border nature of many projects, such as international power grids and data 

sharing, complicates efforts to align local practices with global standards [27]. 

 

To address these issues, there is a growing call for harmonized global frameworks to establish consistent ethical 

guidelines and standards for AI and cloud technology in renewable energy [28]. However, traditional regulatory 

approaches may not fully address the complexities of the digital age, prompting the need for innovative 

governance models that foster collaboration, transparency, and ethical practices [29]. Such models could include 
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multi-stakeholder initiatives, ethical review boards, and public engagement to align AI and cloud technology 

with societal values, creating a more adaptable and sustainable regulatory approach. 

 

4 Case Studies 
 

This section presents two case studies that illustrate the application of AI and cloud technology in renewable 

energy systems: AI in smart grids and green data centers. These case studies demonstrate the practical benefits 

and ethical challenges of integrating advanced digital technologies in the energy sector. 

 

4.1 AI in smart grids 
 

The smart grid project in Singapore, launched in collaboration with local energy providers and technology firms, 

aims to enhance the stability, reliability, and efficiency of the country's electricity grid using AI technologies 

[30]. This initiative leverages AI algorithms for demand forecasting, fault detection, and real-time energy 

management to optimize the balance between electricity supply and demand. By integrating AI-driven 

predictive analytics, the project seeks to improve grid resilience, minimize energy waste, and facilitate the 

integration of renewable energy sources, such as solar and wind, into the national grid [31]. The AI system 

employed in this project analyzes data from millions of smart meters and sensors installed throughout the grid 

infrastructure. These devices continuously monitor parameters such as voltage, current, and frequency, 

providing real-time insights into grid performance. The AI algorithms use this data to detect anomalies, predict 

equipment failures, and dynamically adjust energy flows to prevent outages or overloads [32]. The project also 

incorporates machine learning models to predict peak demand periods and optimize energy distribution, 

ensuring a stable and efficient power supply for consumers. An example of a cloud-integrated smart grid 

architecture is illustrated in Fig. 1. 

 

Ethical challenges and solutions: The Singapore smart grid project faces ethical challenges related to data 

privacy, security, and algorithmic transparency: 

 

• Data Privacy: Smart meters and sensors collect detailed data on household energy use, raising privacy 

concerns [33]. To address this, the project uses a data governance framework compliant with local 

privacy laws, such as Singapore's Personal Data Protection Act (PDPA), ensuring data is anonymized and 

aggregated before analysis [34]. 

• Security: AI integration in smart grids increases vulnerability to cyberattacks that could disrupt grid 

operations [35]. The project mitigates these risks with strong cybersecurity measures, including 

encryption, multi-factor authentication, real-time threat detection, and security by design principles to 

maintain data integrity [36]. 

• Algorithmic Transparency and Accountability: The AI models used are complex and may act as 

"black boxes," making their decision-making processes unclear [37]. To enhance transparency, the 

project employs explainable AI (XAI) techniques, such as interpretable models and decision-making 

visualizations, to help stakeholders understand and trust AI outcomes [38]. Fig. 1 shows an outline of a 

cloud-integrated smart grid architecture. 

 

4.2 Green data centers: Role of cloud technology in reducing carbon footprint 
 

Green data centers are designed to reduce environmental impact by optimizing energy use and incorporating 

renewable energy sources. Microsoft's green data center in Quincy, Washington, exemplifies this approach by 

using cloud-based AI algorithms to optimize cooling, energy consumption, and operational efficiency, 

significantly lowering its carbon footprint [39]. 

 

The AI system predicts cooling needs using real-time data from sensors, dynamically adjusting cooling systems 

to reduce air conditioning energy use, a major energy cost in data centers [41]. The center is also powered by 

100% renewable energy, supporting Microsoft’s goal to be carbon negative by 2030 [42]. 

 

Additionally, cloud technology enables resource sharing and virtualization, allowing multiple organizations to 

use a single infrastructure. This reduces the need for additional servers, cuts energy consumption, and lowers 

electronic waste [43]. Fig. 2 shows The Green Cloud Computing Roadmap. 
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Fig. 1. An outline of a cloud-integrated smart grid architecture that leverages limitless computational and 

storage capacities maintaining data privacy during storage and processing in the cloud [40] 

 

 
 

Fig. 2. Green Cloud Computing Roadmap: 5 Steps to Prepare Your Data Infrastructure for a Sustainable 

Future [44] 
 

Lessons learned and best practices: The case of Microsoft's green data center provides key lessons for 

reducing the carbon footprint of data centers worldwide: 
 

• Energy Efficiency with AI and Cloud: Integrating AI and cloud technologies enables real-time 

optimization of data center operations, resulting in significant energy savings. Other data centers can 

adopt AI-driven models to optimize cooling, manage workloads, and improve efficiency [16]. 

• Use of Renewable Energy: Powering data centers with renewable sources, like wind or solar, reduces 

carbon emissions. Microsoft's center, which runs on 100% renewable energy, serves as a model for 

minimizing environmental impact [45]. 

• Sustainable Design: Green data centers should incorporate sustainable practices, such as efficient 

cooling systems, energy-efficient hardware, and modular designs that minimize waste and environmental 

impact [46]. 
 

Collaboration and standardization: Collaboration among stakeholders, including data center operators, 

technology providers, and regulators, is crucial for developing best practices. Establishing industry standards 

can promote uniformity and encourage the adoption of sustainable technologies [16]. 
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Fig. 3. Carbon Efficiency of Microsoft Cloud Services [44] 
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By leveraging cloud technology, AI, and renewable energy, green data centers like Microsoft's demonstrate the 

potential for significant carbon footprint reductions while maintaining high levels of operational efficiency. The 

lessons from this case study provide a roadmap for other organizations seeking to implement sustainable 

practices in their data centers. 

 

5. Results, Discussion and Conclusion 
 
This section synthesizes the key findings of this paper, focusing on the ethical dimensions of AI and cloud 

technology in renewable energy. Building upon the discussions in preceding sections, we delve deeper into the 

interplay between these technologies and ethical considerations, exploring potential solutions and future 

trajectories. 

 

5.1 Ethical implications: Navigating the complex terrain 
 
The integration of AI and cloud technology in renewable energy presents both opportunities and ethical 

challenges. These technologies can enhance efficiency, optimize energy distribution, and improve grid 

stability, but also raise concerns about AI bias, the opacity of "black box" models, data sovereignty, privacy, 

and the environmental impact of large-scale data centers. 

 

Data Security: AI and cloud-based solutions in renewable energy systems rely on vast data, making them 

vulnerable to cyberattacks that can disrupt operations and compromise sensitive information. As energy 

infrastructure becomes more digitized, data breaches pose risks to individual privacy and national security. 

 

Privacy: AI and cloud technologies collect and analyze large amounts of personal and operational data, such 

as energy consumption patterns, which can reveal sensitive information about individuals' behavior and 

lifestyles. This raises concerns about data misuse and inadequate protection, necessitating robust data 

governance frameworks focused on transparency, consent, and accountability. 

 

Environmental Impact: Although AI and cloud technology improve the efficiency of renewable energy 

systems, they also have environmental costs. Data centers consume significant electricity and can contribute 

to carbon emissions, especially if powered by non-renewable sources. Additionally, hardware production 

and disposal generate electronic waste, further impacting the environment. Adopting green data center 

practices and sustainable digital infrastructure management is essential to mitigate these effects [47]. 

 

Strategies for ethical AI and cloud adoption in renewable energy: Adopting AI and cloud technology in 

renewable energy requires a multi-pronged approach that includes technological, regulatory, and organizational 

strategies to address ethical complexities. Technological solutions involve the development of explainable AI 

models to enhance transparency and trust, along with regular audits and bias detection to ensure fairness. For 

cloud technology, robust encryption, multi-factor authentication, and continuous monitoring are essential to 

mitigate privacy and security risks. While frameworks like the GDPR provide a foundation for data 

governance, the unique challenges of AI and cloud adoption necessitate more specific guidelines. Looking 

ahead, AI and cloud technology have the potential to significantly enhance the efficiency, sustainability, and 

resilience of renewable energy systems. AI will play a critical role in managing complex energy systems, 

optimizing distributed resources, and improving predictive maintenance, while cloud computing will continue 

to support real-time data processing for adaptive energy management. However, realizing these benefits 

requires a continued focus on ethical standards and best practices to ensure responsible and equitable 

deployment. 

 

5.2 Recommendations and Conclusion 
 

To navigate the ethical landscape of AI and cloud technology in renewable energy, all stakeholders must play 

an active role: 

 

• Policymakers should establish clear ethical guidelines and standards for AI and cloud use in the 

renewable energy sector. 
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• Technology Developers need to prioritize transparency and fairness in AI algorithms and invest in 

robust cybersecurity measures for cloud infrastructure. 

• Energy Providers should adopt ethical data governance practices and collaborate with technology 

developers to ensure responsible deployment of AI and cloud technologies. 

• Researchers and Academics must continue exploring the ethical implications of these technologies and 

help develop best practices. 

• The Public should engage in informed discussions and demand transparency and accountability 

from those implementing AI and cloud technologies in the energy sector. 

 

AI and cloud technology offer immense potential to revolutionize renewable energy systems, but their 

deployment must balance technological progress with ethical considerations. By proactively addressing 

challenges and fostering a culture of responsible innovation, these technologies can be harnessed to ensure a 

just and sustainable energy transition, prioritizing privacy, security, and environmental sustainability. 

 

Disclaimer (Artificial Intelligence) 
 

Author(s) hereby declares that NO generative AI technologies such as Large Language Models (ChatGPT, 

COPILOT, etc.) and text-to-image generators have been used during writing or editing of this manuscript.  

 

Competing Interests 
 
Author has declared that no competing interests exist. 

 

References  
 

[1] Hamdan A, Ibekwe KI, Ilojianya VI, Sonko S, Etukudoh EA, Hamdan A, Ibekwe KI, Ilojianya VI, Sonko 

S, Etukudoh EA. AI in renewable energy: A review of predictive maintenance and energy optimization. 

International Journal of Science and Research Archive. 2024;11(1):718–729. 

Available:https://doi.org/10.30574/ijsra.2024.11.1.0112. 

 

[2] Dhirani LL, Mukhtiar N, Chowdhry BS, Newe T. Ethical dilemmas and privacy issues in emerging 

technologies: A review. Sensors. 2023;23(3):1151.  

Available:https://www.mdpi.com/1424-8220/23/3/1151. 

 

[3] Debiagi P, Rocha RC, Scholtissek A, Janicka J, Hasse C. Iron as a sustainable chemical carrier of 

renewable energy: Analysis of opportunities and challenges for retrofitting coal-fired power plants. 

Renewable and Sustainable Energy Reviews. 2022;165:112579.  

Available:https://doi.org/10.1016/j.rser.2022.112579. 

 

[4] Androniceanu A, Sabie OM. Overview of green energy as a real strategic option for sustainable 

development. Energies. 2022;15(22):8573.  

Available:https://doi.org/10.3390/en15228573 

 

[5] Bañales S. The enabling impact of digital technologies on distributed energy resources integration. 

Journal of Renewable and Sustainable Energy. 2020;12(4):045301.  

Available:https://doi.org/10.1063/5.0009282. 

 

[6] Marinakis V, Doukas H, Tsapelas J, Mouzakitis S, Sicilia Á, Madrazo L, Sgouridis S. From big data to 

smart energy services: An application for intelligent energy management. Future Generation Computer 

Systems. 2020;110:572–586.  

Available:https://doi.org/10.1016/j.future.2018.04.062 

 

[7] Bouquet, Paolo, et al. AI-Based forecasting for optimised solar energy management and smart grid 

efficiency. International Journal of Production Research. 2023;1–22. 

Available:https://doi.org/10.1080/00207543.2023.2269565 



 
 

 

 
Dibie; J. Adv. Math. Com. Sci., vol. 39, no. 10, pp. 62-73, 2024; Article no.JAMCS.124302 

 

 

 
71 

 

 

[8] Olatunji Akinrinola, Chinwe Chinazo Okoye, Onyeka Chrisanctus Ofodile, Chinonye Esther Ugochukwu. 

Navigating and reviewing ethical dilemmas in AI development: Strategies for transparency, fairness, and 

accountability. GSC Advanced Research and Reviews. 2024;18(3):050–058. 

Available:https://doi.org/10.30574/gscarr.2024.18.3.0088. 

 

[9] Barredo Arrieta A, Díaz-Rodríguez N, Del Ser J, Bennetot A, Tabik S, Barbado A, Garcia S, Gil-Lopez 

S, Molina D, Benjamins R, Chatila R, Herrera F. Explainable artificial intelligence (XAI): Concepts, 

taxonomies, opportunities and challenges toward responsible AI. Information Fusion. 2020;58(1):82–115.  

Available:https://doi.org/10.1016/j.inffus.2019.12.012. 

 

[10] Ahmad T, Madonski R, Zhang D, Huang C, Mujeeb A. Data-driven probabilistic machine learning in 

sustainable smart energy/smart energy systems: Key developments, challenges, and future research 

opportunities in the context of smart grid paradigm. Renewable and Sustainable Energy Reviews. 

2022;160:112128.  

Available:https://doi.org/10.1016/j.rser.2022.112128 

 

[11] Bagherzadeh L, Shahinzadeh H, Shayeghi H, Dejamkhooy A, Bayindir R, Iranpour M. Integration of 

Cloud Computing and IoT (CloudIoT) in Smart Grids: Benefits, Challenges, and Solutions. [online] 

IEEE Xplore; 2020. 

Available:https://doi.org/10.1109/CISPSSE49931.2020.9212195. 

 

[12] ÇELEBİ, Tolgahan Zorlu. Environmental impact of cloud computing: An examination on energy 

consumption and carbon footprint. Current Studies in Management Information Systems; 2023. 

[13] Fabbrini F, Celeste E, Quinn J. Data protection beyond borders: Transatlantic perspectives on 

extraterritoriality and sovereignty. Bloomsbury Publishing; 2021. 

 

[14] Pathak M, Mishra KN, Singh SP. Securing data and preserving privacy in cloud IoT based technologies 

an analysis of assessing threats and developing effective safeguard. Artificial Intelligence Review. 

2024;57(10):269.  

Available:https://doi.org/10.1007/s1046202410908x. 

 

[15] Llaria A, Dos Santos J, Terrasson G, Boussaada Z, Merlo C, Curea O. Intelligent buildings in smart grids: 

A survey on security and privacy issues related to energy management. Energies. 2021;14(9):2733.  

Available:https://doi.org/10.3390/en14092733 

 

[16] Zhu H, Zhang D, Goh HH, Wang S, Ahmad T, Mao D, Liu T, Zhao H, Wu T. Future data center energy-

conservation and emission-reduction technologies in the context of smart and low-carbon city 

construction. Sustainable Cities and Society. 2023;89:104322. 

 

[17] Voigt P, Von dem Bussche A. The eu general data protection regulation (gdpr). A Practical Guide, 1st 

Ed., Cham: Springer International Publishing. 2017;10(3152676):10-5555. 

 

[18] Harding EL, Vanto JJ, Clark R, Hannah Ji L, Ainsworth SC. Understanding the scope and impact of the 

California consumer privacy act of 2018. Journal of Data Protection and Privacy. 2019;2(3):234-253. 

 

[19] Swire PP, Kennedy-Mayo D. US private-sector privacy: Law and practice for information privacy 

professionals. International Association of Privacy Professionals; 2020. 

 

[20] Delbeke J, Runge-Metzger A, Slingenberg Y, Werksman J. The Paris agreement. Towards a climate-

neutral Europe. Routledge. 2019;24-45. 

 

[21] Bravi L, Santos G, Pagano A, Murmura F. Environmental management system according to ISO 14001: 

2015 as a driver to sustainable development. Corporate Social Responsibility and Environmental 

Management. 2020;27(6):2599-2614. 

 

[22] European-Commission. Energy Efficiency Directive (EED); 2023. 



 
 

 

 
Dibie; J. Adv. Math. Com. Sci., vol. 39, no. 10, pp. 62-73, 2024; Article no.JAMCS.124302 

 

 

 
72 

 

Available:https://energy.ec.europa.eu/topics/energy-efficiency/energy-efficiency-targets-directive-and- 

rules/energy-efficiency-directive_en?prefLang=sv [Accessed 09 September]. 

 

[23] Verónica Bolón-Canedo, Morán-Fernández, L., Cancela, B. and Alonso-Betanzos, A. (2024). A review of 

green artificial intelligence: Towards a more sustainable future. Neurocomputing, pp.128096–128096. 

Available:https://doi.org/10.1016/j.neucom.2024.128096. 

 

[24] IISD. Navigating Energy Transitions Mapping Road to 1.5 [online]; 2022.  

Available:https://www.iisd.org/system/files/2022-10/navigating-energy-transitions-mapping-road-to-

1.5.pdf [Accessed 07 September] 

 

[25] Bradford A. The Brussels effect: How the European Union rules the world. Oxford University Press, 

USA; 2020. 

 

[26] Abbott KW, Levi-Faur D, Snidal D. Theorizing regulatory intermediaries: The RIT model. The Spectrum 

of International Institutions. Routledge. 2021;213-232. 

 

[27] Al-Wesabi I, Zhijian F, Bosah CP, Dong H. A review of Yemen’s current energy situation, challenges, 

strategies, and prospects for using renewable energy systems. Environmental Science and Pollution 

Research. 2022;29(36):53907-53933. 

 

[28] Igbinenikaro E, Adewusi O. Policy recommendations for integrating artificial intelligence into global 

trade agreements. International Journal of Engineering Research Updates. 2024;6(01):001-010. 

[29] Jones, K. AI governance and human rights; 2023. 

 

[30] NCCS. Enhanced industry energy efficiency package for the adoption of energy efficiency technologies. 

National Climate Change Secretariat Singapore; 2018. 

Available:https://www.nccs.gov.sg/media/press-release/enhanced-industry-energy-efficiency-package-

for-the-adoption-of-energy-efficiency-technologies/ [Accessed 09 September]. 

 

[31] Omitaomu OA, Niu H. Artificial intelligence techniques in smart grid: A survey. Smart Cities. 

2021;4(2):548-568. 

 

[32] Shi Z, Yao W, Li Z, Zeng L, Zhao Y, Zhang R, Tang Y, Wen J. Artificial intelligence techniques for 

stability analysis and control in smart grids: Methodologies, applications, challenges and future 

directions. Applied Energy. 2020;278:115733.  

Available:https://doi.org/10.1016/j.apenergy.2020.115733. 

 

[33] Schirmer PA, Mporas I. On the non-intrusive extraction of residents’ privacy-and security-sensitive 

information from energy smart meters. Neural Computing and Applications. 2023;1-14. 

 

[34] Hu C, Liu Z, Li R, Hu P, Xiang T, Han M. Smart contract assisted privacy- preserving data aggregation 

and management scheme for smart grid. IEEE Transactions on Dependable and Secure Computing; 2023. 

 

[35] Abir SAA, Anwar A, Choi J, Kayes A. Iot-enabled smart energy grid: Applications and challenges. IEEE 

access, 9, 50961-50981; 2021. 

 

[36] Dhinakaran D, Sankar S, Selvaraj D, Raja SE. Privacy-preserving data in IOT-based cloud systems: A 

comprehensive survey with AI Integration. ARXIV preprint arXiv:2401.00794; 2024. 

 

[37] Koivisto I. Thinking inside the box: The promise and boundaries of transparency in automated decision-

making; 2020. 

 

[38] Singh AR, Seshu Kumar R, Bajaj M, Khadse CB, Zaitsev I. Machine learning-based energy management 

and power forecasting in grid-connected microgrids with multiple distributed energy sources. Scientific 

Reports. 2024;14(1).  

Available:https://doi.org/10.1038/s41598-024-70336-3. 



 
 

 

 
Dibie; J. Adv. Math. Com. Sci., vol. 39, no. 10, pp. 62-73, 2024; Article no.JAMCS.124302 

 

 

 
73 

 

 

[39] Patel K, Mehta N, Oza P, Thaker J, Bhise A. Revolutionizing data centre sustainability: The role of 

machine learning in energy Efficiency, 2024 IEEE International Conference on Interdisciplinary 

Approaches in Technology and Management for Social Innovation (IATMSI): IEEE. 2024;2:1-6. 

 

[40] Alabdulatif A, Kumarage H, Khalil I, Atiquzzaman M, Yi X. Privacy‐preserving cloud‐based billing with 

lightweight homomorphic encryption for sensor‐enabled smart grid infrastructure. IET Wireless Sensor 

Systems. 2017;7(6):182–190. 

 

[41] Cao Z, Zhou X, Hu H, Wang Z, Wen Y. Toward a systematic survey for carbon neutral data centers. 

IEEE Communications Surveys and Tutorials. 2022;24(2):895-936. 

 

[42] Nakagawa M. On the road to 2030: Our 2022 Environmental Sustainability Report. Microsoft; 2023.  

Available:https://blogs.microsoft.com/on-the-issues/2023/05/10/2022-environmental-sustainability-

report/ [Accessed 07 September] 

 

[43] Koronen C, Åhman M, Nilsson LJ. Data centres in future European energy systems—energy efficiency, 

integration and policy. Energy Efficiency. 2020;13(1):129-144. 

 

[44] www.datadynamicsinc.com. Green Cloud Computing: 5 Impactful Strategies Leading to Net Zero; 2023. 

Available:https://www.datadynamicsinc.com/quick-bytes-accelerating- the-net-zero-dream-5-ways-

green-cloud-computing-empowers-enterprises/ 

[45] Channi HK, Kumar P. Green data centers and renewable energy. AI Applications for Clean Energy and 

Sustainability. IGI Global. 2024;161-186. 

 

[46] Nwankwo W, Olayinka S, Ukhurebor KE. Green computing policies and regulations: A necessity. 

International Journal of Scientific and Technology Research. 2020;9(1):4378-4383. 

 

[47] Srivastav AL, Markandeya, Patel N, Pandey M, Pandey AK, Dubey AK, Kumar A, Bhardwaj AK, 

Chaudhary VK. Concepts of circular economy for sustainable management of electronic wastes: 

Challenges and management options. Environmental Science and Pollution Research. 2023;30. 

Available:https://doi.org/10.1007/s11356-023-26052-y 
 

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual author(s) and 

contributor(s) and not of the publisher and/or the editor(s). This publisher and/or the editor(s) disclaim responsibility for any injury to people or 

property resulting from any ideas, methods, instructions or products referred to in the content. 

__________________________________________________________________________________________ 
© Copyright (2024): Author(s). The licensee is the journal publisher. This is an Open Access article distributed under the terms of the 

Creative Commons Attribution License (http://creativecommons.org/licenses/by/4.0), which permits unrestricted use, distribution, and 
reproduction in any medium, provided the original work is properly cited. 
 

 

Peer-review history: 

The peer review history for this paper can be accessed here (Please copy paste the total link in your 
browser address bar) 

https://www.sdiarticle5.com/review-history/124302 

https://www.sdiarticle5.com/review-history/124302

