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ABSTRACT 
 

Real-time applications always have security issues present in their ecosystem which needs to be 
improved. Blockchain technology can be considered as a solution that can ensure network security. 
The integration of blockchain technology into autonomous systems has now become an important 
candidate to resolve network security issues in devices that work on p2p communications. As 
humans become more reliant on autonomous vehicles, the importance of finding a solution to the 
problems linked with data security needs to be addressed to comply with international security 
laws. The paper aims to find the importance of blockchain technology and how it can be integrated 
into different classes of autonomous vehicles. In the research, an analysis of existing papers will be 
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included along with a proposed design that can be deployed to solve the problems associated with 
data security using blockchain technology. Besides the improvements offered by blockchain 
technology, all the additional challenges associated with designing a new system and deploying 
this technology will be reviewed. The limitations of the works along with the future research 
opportunities that might open up will be presented in this paper. 

 

 
Keywords: Blockchain technology; network security; autonomous vehicles work; environmental 

boards. 
 

1. INTRODUCTION 
 
Autonomous vehicles work on the basis of heaps 
of fresh training data, from various input sources 
such as GPS, Sensors, communication 
networks, Radars, and environmental boards to 
make real-time decisions allowing them to cruise 
and navigate the environment safely and 
efficiently. It is important that the data that is 
received is from a trustworthy source and it is 
accurate i.e., no additional inputs are present in 
the data stream that might poison the integrity of 
the data under consideration. The accuracy of the 
data would allow these autonomous vehicles to 
build public confidence in these technologies 
enabling them to pass the safety requirements 
and regulations allowing them to work in delicate 
situations where human lives are at stake. 
Blockchain networks offer the principles of 
decentralization, immutability, and transparency 
which is the key characteristics required for 
making it an objectively better solution to enable 
data security and confidentiality while data is 
being fed to these autonomous vehicles. 
 
In this research paper, the potential benefits and 
the challenges of integrating blockchain 
technology into autonomous systems will be 
explored, the primary methods that can be used 
to enhance the data security enabled by 
blockchain to ensure the trustworthiness of the 
system to allow safer operations will be 
examined. The potential drawbacks along with 
the flaws in the current designs that have been 
proposed would be examined to understand the 
areas of improvement and opportunities that are 
offered by using blockchain in a system of 
autonomous vehicles. 
 

1.1 Problem Statement 
 

Autonomous systems, such as self-driving cars 
and drones, are rapidly improving ensuring 
efficiency in commute and deliveries while 
maintaining a standard of safety. The reliable 
operations of these vehicles rely on the accurate 
data inputs received from the different 

components, sensors, and networks. Ensuring 
the integrity of data in autonomous environments 
remains a challenge. Traditional methods for data 
validation and security fall short while dealing with 
continuous live data as it can be breached easily, 
raising a need for a system that could address 
the challenges associated with investigating and 
designing a solution using blockchain for 
improved security and trust in autonomous data 
processing and transmission. 
 

2. BACKGROUND OF AUTOMATION IN 
VEHICLES 

 
To understand the network of vehicles and levels 
of automation, the vehicles themselves can be 
further categorized into 5 stages. All of these 
levels are more assistive towards the driver from 
basic driving to fully automated vehicles. The 
categories of vehicles are further described in the 
section below. 
 
Level 0 (No Automation): In this level, there is 
no automation, and the human driver is 
responsible for all aspects of driving. Basic driver 
assistance systems like ABS and traction control 
may be present, the driver may have electrical 
assistance but no proper automation. 
 
Level 1 (Driver Assistance): Level 1 vehicles 
offer driver assistance features, such as adaptive 
cruise control or lane-keeping assistance. The 
system can assist the driver but attention to the 
road is required. 
 

Level 2 (Partial Automation): Level 2 vehicles 
have more advanced driver assistance systems 
that can simultaneously control both steering and 
acceleration/deceleration. Driver monitoring is 
still required but the level of focus is a bit relaxed. 
 

Level 3 (Conditional Automation): At this level, 
the vehicle can manage most aspects of driving 
under certain conditions. The driver can 
disengage from active control but must remain 
ready to intervene when the system requests. 
Traffic assistance and parking assistance are 
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some examples that can be considered as level 
3 automation. 
 
Level 4 (High Automation): Level 4 vehicles are 
highly autonomous and can operate without 
human intervention in specific environments or 
conditions. Human oversights are not required in 
such vehicles. 
 

Level 5 (Full Automation): Level 5 represents 
fully autonomous vehicles that can work without 
any human involvement. These vehicles are not 
bound by any conditions and can function 
similarly to a human driving or better [1]. 
 

2.1 Technologies Part of the Autonomous 
Vehicle Systems 

 

1. Sensors: Numerous sensors are required for 
an autonomous vehicle to function properly, light 
detection and radar being the basic sensors for 
data input for the vehicle. Moreover, cameras 
and Ultrasonic sensors can be used to measure 
distances from other vehicles and analyze 
upcoming traffic. Other sensors include central 
compute engines and odometry sensors that can 
be used to monitor and maintain the alignment 
and speed of the car. The following diagram can 
help in explaining how each sensor can be used 
in an auto-driving vehicle. 
 

2. GPS and IMU: The location data is received 
using a transmitter that processes the GPS data 
to determine the vehicle position and the IMUs 
part of the vehicle can determine the navigation 
accuracy, and the speed [52]. 
 

3. Control Systems: The vehicle itself is 
dependent on the control system, the ECUs are 
deployed that are responsible for the engine 
braking and steering, whereas the overall car 
electronics and mechanical vehicle features are 

controlled by a dedicated drive-by system. 
 
4. Connectivity: V2X technology enables 
communication between vehicles and 
infrastructure or other vehicles. This enhances 
safety and can provide real-time traffic 
information, for instance, if multiple AVs are 
stuck in a traffic jam it can alert other AVs part of 
the system to use a different route not causing a 
traffic jam. 
 
5. High-Performance Computing: AVs use 
powerful CPUs to process data from sensors to 
make real-time driving decisions. To process the 
large number of queries for performing complex 
calculations and decision making a GPU is used 
in the AV. 
 
6. Machine Learning and Artificial 
Intelligence: AVs often use machine learning 
and AI algorithms to interpret sensor data and 
recognize objects based on their training data to 
make driving decisions. 
 

2.2 Data Processing and Capture in an 
Autonomous Vehicle Network 

 
The Autonomous works on the basis of data 
processing and manipulation, the whole process 
starts with data collection when high-
performance sensors explained in the above 
section are used to collect data from the vehicle 
surroundings, creating a stream of raw data. 
Once the data has been collected, the sensor 
data is fused to create a representation of the 
environment that can help in understanding the 
scenario. AI and machine learning algorithms are 
now used to identify the objects from the fused 
data, the perception stage extracts the valuable 
information i.e. road features, vehicles and 
pedestrians from the fused sensor data [51]. 

 

 
 

Fig. 1. Sensors in autonomous vehicles [34] 
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The additional networks assisting the driving 
such as GPS and IMUs map the data to 
accurately determine the vehicle's position within 
its environment for safety. Based on the localized 
data, a path can be planned that would be 
followed by the AV, and the acceleration, braking 
and driving decisions would be processed in real 
time using sensor fusion and high-performance 
computing [50]. The control system present in 
the dense compute engine makes sure that the 
vehicle follows the traffic rules and safety 
requirements. The controls trigger the actuators 
allowing the vehicle to gas and steer accordingly 
[49]. 
 
Data related to the vehicle's operation, sensor 
inputs, and decisions are typically logged and 
stored for analysis, debugging, and post-incident 
investigation. The data that is processed can be 
used in machine learning for improvement in 
autonomous driving systems. 
 
The diagram below would help in understanding 
how the autonomous vehicles work, and how 
data is processed in the whole scenario. 
 

2.3 Introduction to Blockchain Networks 
 
In recent years, the integration of blockchain to 
solve security issues in complex network 
structures has now emerged as a transformative 
solution to address challenges related to secure 
data processing and storage. Traditional 
methods involving data handling and managing 
security often fall short in ensuring integrity for 
complex networks requiring newer solutions to 
manage the needs. Blockchain, initially devised 
as the foundational technology behind 

cryptocurrencies can be used to address data 
management and security issues [10]. 
 

The fundamental characteristic of a blockchain 
network that makes it a considerable option for 
secure data transformation is the decentralized 
nature and distributed ledger system in which 
changes are not possible unless the nodes are 
notified. These core features offered by 
blockchain make it an optimal choice for 
Autonomous vehicle networks as it is capable of 
addressing the following challenges with ease. 
 
Ensuring data integrity is critical for AVs, as any 
tampering with sensor data or navigation 
instructions could lead to safety risks. 
Blockchain's immutability guarantees that once 
data is recorded, it cannot be altered or 
manipulated without consensus. Enhancing the 
overall reliability of data that is being used for 
decision-making. Autonomous vehicles often 
operate using a network of connected vehicles 
and infrastructure. Decentralization reduces the 
vulnerability to points of failure caused at a 
central point, making it more resilient to attacks 
[48]. 
 
Transparency ensures that AV data can be 
audited and traced back to its source. In the 
event of an accident, an audit trail can help 
determine the cause and responsibility enabling 
the regulators and insurance providers to trust 
the Autonomous Vehicle Systems. 
 
Moreover, blockchain also offers smart contracts 
that can automate different features of AV 
operations, such as toll payments, insurance 
claims, or charging fees for electric AVs. These 

 

 
 

Fig. 2. Data processing in autonomous vehicles [35] 
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contracts can execute predefined rules 
autonomously, reducing the overheads 
associated with the administration as all of the 
work would then become automated ensuring 
compliance with regulations. Lastly, Blockchain 
offers data sharing that is secure and consensus 
among the entities involved. For example, traffic 
data shared through blockchain can help        
these vehicles optimize routes, and reduce traffic 
jams. 
 

3. USE OF BLOCKCHAIN TO IMPROVE 
AUTONOMOUS VEHICLE FUNCTIONA-
LITIES 

 
The integration of blockchain technology into AV 
ecosystems has the potential to become a 
solution to data security challenges. Blockchain, 
renowned for its decentralized ledger and 
immutable record-keeping capabilities, offers a 
shift in the traditional method for storing and 
transporting data. As the technology has 
progressed the focus of using blockchain for 
Autonomous vehicles has gained attention from 
researchers and industry stakeholders. 
Numerous pieces of research under different 
areas linked with the functionalities of 
Autonomous vehicle networks have been 
published that offer enhanced protection and 
improvement in the features using blockchain 
[46]. The following section will focus on 
highlighting some papers associated with 
improving AV functionalities using blockchain 
technology. The review would highlight the 
challenges addressed and the methodologies 
proposed by scholars in this field. Moreover, it 
would aim to shed light on the proposed designs 
and frameworks that use blockchain to enhance 
the capabilities of autonomous vehicles. From 
data integrity and secure communication to 
optimized routing and smart contract-driven 
automation performance can be optimized as 
several studies and safety measures have               
been described in the literature part of this 
section [47]. 
 

3.1 Vehicle Ad-hoc Network Using 
Blockchain 

 

A Vehicle Ad hoc Network (VANET) is a 
communication network among vehicles and 
roadside infrastructure. It enables real-time data 
sharing for purposes like traffic management and 
road safety. Blockchain can enhance VANETs  
by providing secure data sharing. Smart 
contracts can automate toll payments and traffic 

coordination, blockchain can also prevent data 
manipulation or hacking attempts in these 
networks [10]. 
 
A research survey conducted by Jyoti Grover in 
2022 focused on highlighting several pieces of 
research that used blockchain to improve VAnet 
security. The paper highlighted the existing 
challenges present in the ad-hoc network and 
how these challenges can be addressed using 
blockchain. The advantages of blockchain such 
as its decentralized nature and immutability   
were highlighted in the paper, as it makes it 
easier for the network to record transactions. The 
technical issues related to the widespread 
acceptance of the idea were highlighted, as 
employing a new technique can be a difficult job 
in an existing market [2]. Another research was 
conducted by Sanjeev et AI, which focused on 
blockchain-based ad-hoc networks for AV 
applications. It highlighted research that included 
blockchain for facilitating secure data transfer 
along with sharing critical information, a literature 
review was presented that focused on the 
application of different blockchain networks and 
how these private networks be embedded in the 
system of AV for data security and 
transportation. The application assists the use of 
blockchain for building smart cities powered by 
Autonomous vehicles and how can             
cooperation between these vehicles ensure that 
additional overheads such as traffic congestion 
and authenticity of service providers be            
resolved by employing a distributed ledger 
protocol [3]. 
 
Another research was presented by Benjamin 
Leiding et al. in which an Ethereum-based 
network allows the application of rules for the 
users that were part of the system. The 
transactions that were made on the platform had 
to pay a price that allowed running the service on 
the Ethereum node [45]. The automation in the 
network was to improve the loyalty program of 
the customers by processing the transaction and 
providing a secure method for charging their 
cars. The whole Vehicular ad-hoc was designed 
to entertain self-driving and regular cars so that 
they could easily charge their electric vehicles 
while the payment was processed using the 
Ethereum blockchain, an automated subscription 
model was introduced to facilitate the loyal 
customers of the network that was deployed on 
Ethereum. The diagram below shows the working 
of the design which was proposed in the paper 
[4]. 

 



 
 
 
 

Mesci and Eren; Asian J. Res. Com. Sci., vol. 17, no. 2, pp. 1-14, 2024; Article no.AJRCOS.107723 
 
 

 
6 
 

 
 

Fig. 3. Use of ethereum in autonomous vehicles [36] 
 

3.2 Blockchain-based Design to Reduce 
Data Spoofing 

 
GPS spoofing is a cybersecurity flaw in which 
false coordinates are generated to deceive GPS 
receivers and mislead them about their actual 
location. This manipulation of location data can 
significantly impact Autonomous Vehicles by 
causing them to navigate incorrectly or follow 
different routes. AVs rely heavily on accurate 
GPS data for precise navigation. GPS 
spoofing attacks can lead AVs to lose control 
and potentially result in accidents or 
unauthorized access to sensitive areas. The 
following diagram demonstrates how a GPS 
spoofing attack works [11]. 
 
Blockchain has the potential to reduce GPS 
spoofing significantly as blockchain records data 
in a tamper-resistant ledger. GPS data stored on 
the blockchain cannot be altered without 
consensus from the network participants. This 
ensures that once GPS coordinates are 
recorded, they remain unchanged and reliable. 
Moreover, cryptographic techniques for data 
verification in blockchain-based networks. GPS 
data is cryptographically signed, making it 
extremely difficult for malicious actors to 
manipulate or spoof location information without 
detection. Data on the blockchain is transparent 
and visible to all network participants. Any 
discrepancies in GPS data would be quickly 
identified by network users, making spoofing 
attempts more likely to be detected. 
 
Research conducted by Sateesh Kumar et al. 
highlighted the vulnerabilities of UAVs making 
them susceptible to GPS spoofing attacks. The 
research proposes the development of an 

energy-intensive blockchain-based platform 
designed to control drone operations. This 
platform is intended to ensure trust and security 
for all parties involved in drone operations. 
Blockchain technology is leveraged to enhance 
security, data integrity, and trust within the UAV 
ecosystem. The primary objective of the paper 
was to address the vulnerability of UAVs to 
GNSS spoofing attacks. The research 
acknowledges that existing algorithms for 
countering spoofing attacks have limitations 
within the long-term errors that gather over time. 
To overcome this, the proposed approach 
introduces an innovative use of Ethereum 
Blockchain to create a blockchain network aimed 
at mitigating spoofing attacks effectively. The 
blockchain network is used to register 
components and relevant data associated with 
UAV operations. The ledger within the 
blockchain ensures data integrity and 
cryptographic keys, making it resistant to 
tampering. Geolocation data is periodically 
verified by the blockchain network to detect and 
eliminate any outliers or erroneous data [8]. 
 
Research conducted by Rajesh et al. addressed 
cybersecurity and privacy concerns related to 
autonomous vehicles in an ecosystem where 
smart transportation is common. The paper 
conducts a comprehensive analysis of threat 
classifications specific to autonomous vehicles. It 
focuses on threats that AVs may encounter. 
Moreover, the research also highlights 
countermeasures and security measures to 
mitigate cyberattacks on AVs. It explores 
potential solutions to address the identified 
threats while emphasizing the importance of 
safeguarding AV passengers. The paper 
introduces blockchain technology as a means to 
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address the security and privacy concerns 
associated with AVs. It discusses how        
blockchain can offer a decentralized and secure 
framework that reduces the risk of single points 
of failure and enhances the overall security         
of AV operations The research further proposes 
a blockchain-based integrated architecture            
for AVs, that could mitigate security and           
privacy issues while ensuring service availability 
[9]. 
 

3.3 Use of Blockchain in Real-world 
Autonomous Systems 

 
Research conducted by Choi et al. proposed a 
system for AV communication that improved their 
efficiency and security. The data packet while the 
transmission was encrypted, the design used FL 
to ensure the privacy of the data exchanged. A 
mathematical framework was used using a 
controlled blockchain network. The block size, 
arrival rate, and other attributes were analyzed 
which helped in identifying the data packet. The 
study further identified challenges in existing 
autonomous communication, and what different 
threats were present to wireless communication 
of Avs [15]. Another use case of a blockchain-
based ride-hailing platform was presented in a 
research conducted by Srikanth et al. The 
network of vehicles used in their service included 
AVs. The design presented how efficiently 
blockchain was able to distribute the workload 
[16]. 

 
Another design was proposed by Jiang et al. in 
2020 in which he discussed the use of object 
detection and object sharing for autonomous 
driving for improved performance. The design 
featured a blockchain network based on mobile 
devices for reducing the compute overhead with 
the help of blockchain. The reliability of the 
network was improved significantly by 
Implementing smart contracts in the system [17]. 
Record keeping is one of the most challenging 
tasks in a system where machine learning and AI 
are involved due to the heaps of data being 
processed, a research conducted by Ayvaz et al. 
focused on an intelligent system that uses the 
distributed ledger characteristic of blockchain for 
record-keeping in autonomous systems the study 
can be implemented on a system of vehicular 
networks as well [18]. Another design was 
proposed by Guo et al. in which a secure 
firmware was used for AVs, the security gaps 
were addressed in data communication by 
implementing data security. A data manipulation 
and monitoring system was proposed in the 

perception layer that would prioritize data 
security during transmission [19]. 
 

3.4 Secure Payments, Vehicle Sharing, 
and Freight Industry 

 

The convergence of autonomous vehicles and 
blockchain technology represents a shift in the 
mode of transportation and logistics. As AVs 
continue to evolve, they are becoming safer and 
cheaper for the users to employ instead of 
human labor, the following section will look into 
some research on how autonomous vehicles can 
improve payment gateways, vehicle sharing, and 
mass freight transport and what impact of using 
blockchain-based alternatives would present on 
this market [20]. 
 

Research conducted by Abubakar et al. 
presented a paper in which a blockchain-based 
protocol was present for the management of 
vehicles that are being used by service providers 
as it helped in tracking the location and the 
active status of autonomous vehicles. For the 
consensus mechanism, a Proof-of-Work 
algorithm was selected as validation was 
required to overcome the demand response 
events. The paper provided a design in which 
adding new vehicles to the fleet was possible 
along with hiring drivers and processing their 
details securely in the ad-hoc network using 
blockchain [5]. 
 

In 2019 Dogar Ghulam conducted research that 
focused on the system in which an autonomous 
fleet of vehicles could become a part of a system 
that had an intelligent transport network. The 
fleet was responsible for providing services to 
the autonomous vehicles that were linked with 
any jobs or registered to any organization. The 
vehicles part of a job or a company were 
registered on the network which allowed the 
stakeholder to manage the attributes and fill in 
the job details securely once the vehicle was part 
of the Intelligent trust point mentioned in the 
research. The paper presented a design that 
could help in job scheduling, and task completion 
as an incentive-based fleet management system 
was developed that was powered by blockchain 
in which the worker nodes were awarded [6]. 
 

3.5 Analysis of the Use Cases 
 

The integration of blockchain technology into 
autonomous vehicles presents an opportunity to 
address the critical challenges for management 
and enhancing operations helping it to innovate. 
As the paper has presented a number of use 
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cases of blockchain for enhanced security and 
automation in AV systems, the section will 
provide an overview of the analysis of the 
presented systems [21]. 
 

3.6 Tamper Resistance 
 

Tamper resistance in blockchain significantly 
improves the security of a system, it allows 
defense against different types of alteration in the 
context of any network. The core feature offered 
by blockchain is immutability, meaning that once 
data is recorded in a block and added to the 
chain, it cannot be altered or deleted without 
consensus from the network participants. This 
property ensures data integrity on the blockchain 
network. In the case of Autonomous vehicles, 
accurate data is critical for decision-making as 
navigation and safety are dependent heavily on 
the input [44]. Malicious actors may attempt to 
tamper with data, such as altering sensor 
readings or manipulating vehicle instructions, the 
consensus mechanism offered by the distributed 
ledger ensures that any unauthorized attempts to 
modify data are detected and prevented. Many 
Research papers have focused on delivering a 
tamper-free ledger system that could ensure the 
integrity of data while in communication. The 
papers provide an understanding of what notable 
advantages in terms of protocols are offered by 
blockchain that make the network resilient 
enough to sustain tampering attacks [7]. 
 

3.7 Lack of Appropriate Consensus 
Mechanism 

 

Blockchain technology has revolutionized various 
industries by providing a secure means of 
recording and verifying transactions. However, 
the current consensus mechanisms, Proof of 
Work, Proof of Stake, and Proof of Authority 
have faced criticism in research papers for their 

limitations in maintaining decentralization and 
ensuring the integrity of on-chain data. The 
backlash is particularly increased when using 
blockchain applications to improve a potential 
supply chain. The first concern is flaws in the 
decentralization methods as power tends to get 
concentrated in PoW, PoS, and PoA mechanics 
if any region is providing higher computational 
power [22]. This centralization of control raises 
questions on the characteristics of a blockchain 
network and theoretically, this could be a flaw 
that any malicious user can misuse for personal 
gains [23]. Secondly, the alternatives to these 
consensus mechanisms that are proposed in the 
research papers, have faced criticism for their 
failure to provide incentives to the participant 
nodes. Incentives motivate participants to 
validate transactions and maintain the 
blockchain's security and integrity [6]. 
 

3.8 Future of the AV Industry 
 
The future of autonomous vehicles promises 
convenience and improves security through the 
integration of blockchain technology. Some of the 
potential ways blockchain could improve the 
widespread use of Autonomous Vehicles are the 
following: 
 
Secure Vehicle-to-Everything Communication: 
Blockchain can secure vehicle communication by 
enabling vehicles to exchange data in a tamper-
resistant and authenticated manner. This 
ensures that information shared among AVs, 
infrastructure, and other connected entities 
remains unaltered, reducing the risk of data 
manipulation or cyberattacks [24]. The critical 
safety-related communications are kept 
unaltered, making the data shared within the 
systems resilient against malicious interference 
and unauthorized access [12]. 

 

 
 

Fig. 4. GPS spoofing attack [33] 
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Secure Over-the-Air (OTA) Software Updates: 
AVs regularly receive software updates for 
enhanced functionality and security. Blockchain 
can ensure the integrity and authenticity of OTA 
updates. AVs can verify the source and content of 
updates, reducing the risk of malicious software 
infiltration and unauthorized modifications [25]. 
By preventing unauthorized software changes, 
blockchain can improve the overall cybersecurity 
posture of AVs [13]. 
 
Autonomous Vehicle Identity and 
Authentication: Blockchain can be used to 
establish and manage unique digital identities for 
AVs, allowing for secure authentication in various 
scenarios [26]. AVs can securely identify 
themselves to other vehicles, infrastructure, and 
service providers, reducing the risk of 
impersonation and unauthorized access. This 
use case enhances the overall security of AV 
networks by ensuring that only authenticated 
vehicles can participate [14]. 
 

4. ISSUES WITH THE USE OF 
BLOCKCHAIN IN AV SYSTEMS 

 
If autonomous vehicles are set up correctly and 
used in an environment where relative 
technologies are also present, they have the 
potential to transform the commute and delivery 
system in busy cities. The integration of 
blockchain is a promising solution to deal with 
the security concerns that might be raised while 
sharing and processing data in AV systems but 
the integration of blockchain technologies in 
existing networks can be a difficult task to 
monitor and perform [27]. Blockchain in itself is 
capable of providing security and addressing 
scalability issues as part of any supply chain due 
to its decentralized nature, it also presents 
specific issues that need to be addressed before 
it is considered to be deployed on a larger scale. 
Some of the issues of using blockchain in AV 
networks are discussed in this section [28]. 
 

4.1 Scalability Issues 
 
One of the foremost challenges in deploying 
blockchain within AV systems is scalability. 
Blockchain networks, especially public ones like 
Ethereum, can struggle to handle a high volume 
of transactions in a timely manner. This can be a 
concern for AV networks, where real-time data 
sharing and decision-making are important [29]. 
As Ethereum in itself is a relatively bigger 
blockchain network it tends to lack while 
processing a large number of transactions 

making it difficult for the AV networks to 
choose it as the optimal choice. AV fleets have 
the potential to grow in the upcoming future and 
if a blockchain-based network is used for storing 
and processing the data, it can be difficult to 
upscale and process a larger number of requests 
and it may result in a bottleneck [43]. There are 
solutions present to resolve the scalability issues 
such as using a layer-2 blockchain network. 
Researchers are working on designing a network 
that can process a large number of transactions 
that could potentially satisfy the scalability and 
bottleneck issues of the whole system [30]. 
 

4.2 Computational Issues 
 

Blockchain transactions involve complex 
cryptographic operations that demand 
computational resources. For AVs, which often 
operate on resource-constrained hardware, the 
computational overhead of blockchain 
transactions can be a significant concern. AV 
networks rely on the data generated from 
sensors and microprocessors are present in the 
vehicles that can only compute a limited 
complexity problem [31]. The low processing 
powers of Autonomous vehicles can affect the 
efficiency of real-time processing and decision-
making, potentially impacting safety-critical 
functions. The only solution presented to this 
problem is to optimize the cryptographic 
algorithms that are being used and to integrate 
specialized hardware that could solve some of 
the computational issues that any vehicle would 
face [5]. 
 

4.3 Lack of Knowledge 
 

The successful integration of blockchain into AV 
systems requires an understanding of both 
domains, since both technologies are new, very 
few experts are present that could help in 
providing insights into the system flaws. The 
knowledge gap of both fields being new is a 
hurdle for the researchers that they need to 
overcome. Bridging the knowledge gap is 
essential to designing robust blockchain-based 
networks for vehicles. Collaboration between the 
domain experts of both fields is necessary to 
ensure that the blockchain network is 
implemented perfectly to align with the safety 
standards and regulations allowing drones and 
autonomous vehicles to operate freely [14]. 
 

4.4 Limited Existing Systems 
 
Since blockchain itself is a relatively new 
technology it can be difficult to incorporate 
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blockchain-based networks in the field of 
autonomous vehicles as no proper wide-scale 
implementation is present that would allow us to 
analyze the potential flaws of such a system and 
the costs along with the overheads associated 
with managing a system of this type. While there 
are notable research projects and proof-of-
concept demonstrations, these have not yet 
reached widespread adoption in the AV industry. 
The limited existing systems represent both a 
challenge and an opportunity [32]. The lack of 
wide-scale deployment of architecture shows 
that the scarcity of real-world applications 
indicates that the technology is in its base state, 
if proper experimentation is conducted any 
potential regulatory flaws present in the system 
can be identified and fixed prior to setting it up for 
global use. Moreover, it also provides 
researchers an open ground for research as 
promoting research in this field would help in 
developing two relatively new fields of blockchain 
and Autonomous vehicles, as we could 
potentially highlight the technological and 
security flaws that may arise by integrating the 
two networks [37]. 
 
While blockchain holds promise for enhancing 
the security of autonomous vehicle systems, it is 
essential to address challenges to fully utilize the 
potential efficiency of the network [38]. 
Overcoming these issues will require 
collaboration between the stakeholders, testing 
new designs on the live data so that the 
regulatory flaws can be identified, and ongoing 
research efforts for the seamless integration of 
blockchain technology into the future of 
autonomous transportation [11]. 
 

4.5 Resolution of Security Issues 
 
Autonomous vehicles rely on data from different 
sources, making them an easier target for 
attacks as besides the data being transferred, a 
large number of communications between the 
vehicles are also included which can potentially 
be hijacked by an attacker for malicious 
purposes. Research conducted by Vrizzlyn et al. 
classified the different types of attacks                  
that are susceptible to these AVs, the broad 
classification included physical attacks and 
remote attacks, in physical attacks, code 
modification, and code injection were common 
whereas signal spoofing and packet jamming 
along with modification of the data transfer 
packets were all associated with remote attacks. 
The paper highlighted the ways all of these 
attacks can impact an AV and how blockchain 

could be deployed to solve most of these 
problems [7]. 
 
The following section will provide an overview of 
the ways blockchain can be used to mitigate the 
issues highlighted in the research. 
 
Code Modification: Blockchain maintains an 
immutable ledger of code and data, making it 
extremely difficult to modify code without 
detection. Smart contracts execute the code on 
the blockchain, which can be used to enforce 
code integrity, ensuring that only authorized and 
validated code is executed [41]. 
 
Code Injection: Blockchain's transparency and 
tamper-resistant nature help prevent code 
injections. Only code that passes validation and 
consensus can be executed, reducing the risk of 
malicious code injection [42]. 
 
Signal Spoofing: Blockchain can enhance the 
security of communication and signal integrity in 
autonomous systems. Using cryptographic keys 
and digital signatures, blockchain can validate 
the authenticity of signals and ensure that they 
are not spoofed. This ensures that signals 
received from other vehicles or infrastructure are 
trustworthy [39]. 
 
Packet Jamming: Blockchain's decentralized 
nature can mitigate packet jamming. 
Decentralized networks are more resilient to 
localized disruptions, as data can be relayed 
through alternative routes. Additionally, 
blockchain can be used for critical traffic control to 
ensure it reaches its destination, even in the 
presence of jammed channels [40]. 
 
Modification of Data Transfer Packets: In a 
blockchain network, data transfer packets cannot 
be altered without leaving a trace. When data is 
recorded on the blockchain, any attempt to 
modify it would require consensus from network 
participants, making unauthorized data 
modification extremely challenging [8]. 
 

5. CONCLUSION 
 
In conclusion, the integration of self-driving cars 
and blockchain technology can revolutionize the 
transport and logistics industries. Innovation in 
the field can make transportation secure, 
efficient, and reliable. The application of 
blockchain in autonomous vehicles can enhance 
data security, particularly in secure payments, 
and management of a large number of AVs, 
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moreover the functionalities of the existing AVs 
can also be improved if blockchain-based 
transaction processing is applied. It enables 
transparent transactions, improving the overall 
trustworthiness of the system. Moreover, it offers 
the potential for services that can manage the 
fleet of AVs, optimize routes that have 
autonomous vehicles to reduce traffic 
congestion, and better management of freight 
operations. All of these aspects can help in 
making a smarter transportation ecosystem [4]. 
 
As these technologies continue to advance and 
gain wider adoption a future where more 
blockchain-based applications are common can 
be observed. Moreover, the smart supply chain 
that is powered by the network would also 
enable accessible, and environmentally friendly 
options for the users. While there are challenges 
to address, ongoing research and development 
in this area can offer improvements in 
transportation if widespread adoption is 
successful. In summary, the combination of 
autonomous vehicles and blockchain technology 
represents the right step in the future direction 
where traditional methods are ignored to 
promote technologically advanced solutions for 
cutting overhead costs and revolutionizing nthe 
transport system globally in the upcoming years. 
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